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SATELLAR MANAGEMENT WITH SNMP GET AND SET R0

THE SNMP PROTOCOL Manager
The SIMPLE NETWORK MANAGEMENT
PROTOCOL, SNMP is a widely used
management protocol that operates on top of
IP and UDP protocols. In the basic mode of SCADA
operation the SNMP is a Request / Response

Request

Response

RSSI too low!

protocol. The requesting, controlling process is
called the Manager and the process SHMP
responsible for providing the responses is
called the Agent. In the SATELLAR use case,
the SATELLAR modem will act as a SNMP
Agent and the monitoring PC or SCADA would =

be the SNMP Manager.

UDP

Manager

SNMP requests can be either Get or Set type.
The Get request queries for a value of the

Response RSSI -91
parameter from the managed device and the
Set writes a new value for the parameter.

The requested parameters are identified with

Request SET RX 441.500
> OID (Obiject Identifier). For example, the value

for the device temperature would be identified

Response SET no errors..
by the OID: 1.3.6.1.4.1.30306.1.1.1.4.2.1.1.0 .
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Information Base, MIB. To enable SNMP query

of a certain parameter, both the Manager and

the Agent must have respective OID available
in their MIB. For SATELLAR-2DS/20DS modem,

the MIB database contents for SATELLAR related
parameters are available for download at

Settr
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SATEL web pages. After download, they can be
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installed or imported to the Manager MIB.




SNMP GET OPERATION

The following drawing illustrates the SNMP Get internal logic in the SATELLAR reads the
operation in more detail. The SCADA system has  temperature value and sends it in the SNMP

been configured to periodically monitor the response back to SCADA. Again, in the response
temperature of the SATELLAR modems in the the identifier for the requested parameter is the
network. The SCADA system has a MIB entry OID. The monitored SATELLAR device can be
stored for the SATELLAR specific parameter, so the either locally connected or remote modem behind
SCADA will be able to map the temperature the IP radio interface. The SATELLAR network must
parameter to the correct OID. This OID is then be configured to operate in the Packet Mode.
included in the request. When the request is However, if it is sufficient to monitor only locally

received by the SATELLAR, it will map the OID to  connected modem, radio protocol mode can be
the requested parameter of temperature. The selected freely.

Parameter for the OID
1.3.6.1.4.1.30306.1.1.1.4.2.1.

emperature = 43°C

QOID for temperature:

1.3.6.1.4.1.30306.1.1.1.4.2.1 %

SNMP GET Request:

1.3.6.1.4.1.30306.1.1.1.4.2.1.1.0

SNMP GET Response
1.3.6.1.4.1.30306.1.1.1.4.2.1.1.0
value: 45

SATELLAR Packet Mode

mmm o1 |ocal monitoring, (IP operation) required.

the radio protocol

A

Monitored device
can be any SNMP
enabled device with

mode can be selected

Agent functionality.

SCADA SUPPORT

In thi , the MIB
Many SCADA solutions have a built-in support i 'dls Coseh gPC e ore galewey
resides atf the mediates and

for the SNMP. Also, many SCADA providers Gateway, instead of rarslates the OPC.

recommend SNMP usage by adding a protocol SCADA SNMP ot
: communication.

gateway to the system. The protocol gateway
will convert the SCADA supported protocol to ~ S —
SNMP queries and vice versa. For example ABB SCADA

Microscada supports the SNMP operation via Owwuest oo
the SNMP-OPC (Open Connectivity via Open
Standards) gateway. See the following drawing

Gateway.
nse———

for the illustration for the gateway operation.



SNMP SET OPERATION

The following drawing illustrates the SNMP Set
operation in more detail. The user wants to enable
the Serial IP functionality of the remote SATELLAR
by setting the Serial IP to Server mode. The
management PC has the MIB configured and thus
it is able to map the correct parameter to the OID,
together with the desired value. In the following
example, this is the step 1.): Serial IP mode is
identified by the OID
1.3.6.1.4.1.30306.1.1.1.4.2.1.1.15 and the
“Server mode” is represented by the value 1. The
manager sends this information to the SNMP
Agent running in the remote SATELLAR, and issues

the parameter value change with SNMP SET
request, as illustrated in the step 2.). In the step
3.), the SNMP Agent receives the Set request and
again, maps the OID to the correct parameter,
together with the received value 1. In this
example, MIB query was successful, as well as
setting the parameter in the step 4.). Therefore,
the SNMP Agent at the remote SATELLAR replies to
the Manager by sending the SNMP SET Response,
together with the status indication (no errors), the
changed OID, and the value. Remote
configuration with SNMP Set protocol was
successful.

/3) OID

1.) OID for parameter Serial IP Server mode:)
1.3.6.1.4.1.30306.1.1.1.4.2.1.1.15

Want o set to “Server mode”:

Value: 1

2.) SNMP SET Request:
1.3.6.1.4.1.30306.1.1.1.4.2.1.1.15
Valuve: 1

MIB

,-{"Y =
No errors

Valuve: 1

SNMP TIMEOUT

When the SNMP Get or Set Request has been
sent by the Manager application, the Manager
expects the Response to arrive within a specified
time, SNMP Timeout. If there is no response
received, the SNMP Manager application stops
the communication with the agent. Therefore,
in SATELLAR networks with radio links, it is
recommended to increase the timeout value set
in the Manager. How this is done, depends on
the application.

5.) SNMP SET Response:

1.3.6.1.4.1.30306.1.1.1.4.2.1.1.15

1.3.6.1.4.1.30306.1.1.1.4.2.1.1.15
equals to Serial IP functionality.
Value 1 sets to Server mode.

MIB

4.) Sefting value Serial IP functionality
to Server mode OK!

"

3. Retry: SNMP Get ghad

4. Delayed response

1. SNMP GET Request
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ENABLING SNMP OPERATION

First step to enable SNMP operation in
SATELLAR is to download the MIB files from the
SATEL web pages, from Support, Downloads,
Firmware section (April 7, 2014:
http://www.satel.com/support/downloads/
firmware). Import all the MIB files to the
Manager application. The details on how this is
done fully depend on the selected manager
application. Files needed are:

|| SATEL-MIB.tt

| SATEL-PRODUCTS-MIB.tet

|| SATEL-SATELLAR-MIB. bt

Next, configure the SNMP parameters with a
web browser connection to SATELLAR IP-
address. Required parameters are in Modem
Settings tab, on the Services page as well as
on the SNMP configuration page.

« - € 19216814

§SATEL

Modem Settings

= Network Protocol Mode
Radio

= Serial Connector Configuration
Data Port Sefings
Serial Data Flow Confrol

* Packet Mode Radio Access Control
General

© Senices

Modeminfo  Routing O

Commands
Remote Devices
SNMP

= Time Control

Refresh NMS values

Reboot CU

SNMP PARAMETERS IN THE SATELLAR

Services
SNMPD State:
Turns the SNMP functionality on or off.

SNMP

SNMP RO Community:

Password to query values from this device with
SNMP Get commands. The Manager side
configuration must be set to match with this
string.

SNMP RW Community:

Password to set values to this device with SNMP
Set commands. The Manager side configuration
must be set to match with this string.

SNMP RW Community IP:

IP address range that is allowed to send Set
commands to this device.

SNMP Notification IP:

The IP address of the destination that his device
sends the SNMP notifications to, when such a
notification is available.

SSHD State ON v
HTTPD State ON ~
NMSBluetoothd State |ON v

NMSTcpsocketd State ON v

MIMSLoggerd State ON v
Linklayer State ON v
NIM3Gathererd Timeout 5000 ms

NMSLoggerd Interval 3000 ms
NMSLoggerd Timeout 5000 ms
NMSLoggerd Retries 2

RU Commslogd State | OFF v

SNMPD State | fon ~
OFF |

USE Host Control

Ul Power Control ON v

Apply Changes

No uncommitted changes

SNKP RO Community public

SNMP RW Community  |private
SNMP RW Community IP {0.0.0.0
SMKP Motfication IP

Apply Changes

192.168.1.10




3RD PARTY MANAGER APPLICATIONS

SATEL does not currently provide any SNMP network and the

Manager applications. One reason for this is that  monitoring state. Another issue with many
many systems already have an operational SNMP  applications is that they are sending extensive

Manager. However, if the 3rd party SNMP amount of SNMP Get queries for values that one
manager is required, several options can be might not be interested about. And in many cases
found from the Internet. Available software varies there is no way to suppress these messages or

a lot. Many of them are complex and heavy control which SNMP requests to send and how

solutions with full of features and functionality that often.

would not be nee‘ded in the SATELLAR network According fo the SATEL fesfing of SNMP

management. This makes the usage of the . .
Managers, currently the most interesting ones

application clumsy qnc! slow. Some qpphcchons seem to be applications called “LAN State Pro”
also often lack of the visual presentation of the p "
and “The Dude.

FEW SNMP MONITORING SOFTWARE EXAMPLES
0

LAN State Pro mrzumu;
LANState Pro - Alerts M

. Commercial monitoring tool

@ 192.165.1.4 is off [SNMP: Fiecsived value
-128 iz lezz than the specified value -115]

. Designed for large IP networks

. Restricted set of SNMP functionality g
. & Name: 192.168.1.4
. Controllable set: no extra messaging S .
. . . . Ir;a
. Visual monitoring available D051 5F 0003F g
SR e 3011
. . . 6.32.3_satel-1.
. Viewing normal values requires mouse over oSy reesT s
anmySteyl
. Working and extensive alarm functionality T ——
56 |9_rmgre t‘han :hWES
specihed value -
. Free 30-day trial
SATELLAR
129
@ admin@localhost - The Dude 40beta3 Temp: 42°C
@ | Preferences || @ Local Server | Help Voltage: 13V
ST 1921681129
Contents (= E|[¢7/| & | settings | | Disco ’
L Aien Lot RSSI: -74
The Dude S Y
E?fhan Chatt - -
. Free and open monitoring tool . rems: s2°c|
] History Actions 192.168.1.124
) . . S ey radio
. Extensive set of SNMP functionality heon Ve °
g?tﬁ:q
. - - Sysioy
. Some functionalities generate additional (5 o Noses —
T
messaging and cannot be turned off = p,
. . . = i Out from: LAR 4
. Configurable and extensive visual D B 295 o
) ] %?:rov“sces RSSI: -3
monitoring
. . . . L
. Working and extensive alarm functionality
. Scripting functionality
Connected . Client: o 371 bps / tx 152}




